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Orange Cyberdefense joins forces with World Economic Forum-hosted 

Cybercrime Atlas to launch ‘Cosmos’: an open-source global initiative to 

map and disrupt cybercrime 

▪ The initiative represents a bold step-change in the way organizations collaborate 

against cybercrime, enabling greater intelligence sharing, co-ordinated analysis, 

and collective action across the global cybersecurity community.  

▪ Orange Cyberdefense to act as trusted partner in initiative to deliver its cyber 

threat intelligence and tech know-how. 

▪ In an era where cybercrime has become an industrialized, borderless societal 

threat, Orange Cyberdefense is committed to leading the charge through open 

collaboration and shared intelligence. 

A universal framework to accelerate international cooperation 

Cybercrime now operates through a complex ecosystem involving specialized actors, 

criminal marketplaces, and sophisticated monetization channels. Addressing this threat 

requires a bold, collaborative effort at the international level to in the fight against 

cybercrime. 

The ambition of the World Economic Forum-hosted Cybercrime Atlas initiative, ‘Cosmos’ is 

to create a shared universal ontology that maps, classifies and connects the components of 

the cybercriminal ecosystem, enabling law enforcement agencies, institutions, researchers, 

and private sector experts to collaboratively understand and disrupt global cybercriminal 

ecosystems. 

Orange Cyberdefense is playing a key role in the initiative, contributing its cyber threat 

intelligence, open-source research expertise, and its technology know-how through the 

delivery of an interactive knowledge-graph platform to support this global effort. 

Hugues Foulon, CEO of Orange Cyberdefense: “C y berc rim e has bec o m e an industrial-sc ale 

so c ietal threat that dem ands a c o llec tive, o pen-so urc e respo nse. Our c o llabo ratio n w ith the 

W o rld Ec o no m ic  F o rum  and the launc h o f ‘C o sm o s’ ex em plify  o ur c o m m itm ent to  building  

trust thro ug h transparenc y , c o llabo ratio n, and shared intellig enc e —  essential fo r building  a 

safer dig ital so c iety .”  

The World Economic Forum’s Cybercrime Atlas initiative provides a vital platform for 

international cooperation. By leveraging open-source research and the collective expertise of 

leading organizations, ‘Cosmos’ aims to create a universal taxonomy of cybercrime, enabling 

stakeholders across sectors and borders to work together more effectively. 



 
 

 

Orange Restricted 

Seán Doyle, Lead of the Cybercrime Atlas at the World Economic Forum’s Centre for 

Cybersecurity: “The C y berc rim e Atlas c ap italizes o n o pen-so urc e researc h and the 

ex tensive kno w ledg e o f leading  c o m panies and ex perts to  m ap c y berc rim e netw o rks. “The 

insig hts g enerated are suppo rting  g reater c o o peratio n betw een the private sec to r and public  

sec to r to  c o m bat c y berc rim e.”  

Orange Cyberdefense’s leadership in building a global, open-source defense 

Orange Cyberdefense is contributing to the Cybercrime Atlas on a pro bono basis, working 

alongside private-sector and academic experts to support research, data collection and 

intelligence structuring. The company is also providing the World Economic Forum with a 

bespoke visualization application, built on the technology behind its Cybercrime Now 

platform. The tool allows users to navigate the cybercriminal ecosystem as an interactive 

knowledge graph, revealing the connections between threat actors, infrastructure, criminal 

services, marketplaces, intermediaries and monetization chains. 

More details on The Cybercrime Atlas ‘Cosmos’ initiative can be found here.  

About Orange Cyberdefense 

Orang e C y berdefense is the Orang e G ro up entity  dedic ated to  c y bersec urity . It safeg uards every  stag e o f the threat lifec y c le fo r 

o ver 50,000 business c usto m ers ac ro ss m o re than 160 c o untries w o rldw ide. As Euro pe’s leading  c y bersec urity  servic es pro vider, 

w e aim  to  be the trusted c y ber partner c o m m itted to  c reating  value fo r all by  delivering  the safest dig ital spac e. Our servic e 

c apabilities draw  their streng th fro m  researc h and intellig enc e, w hic h allo w s us to  o ff er o ur c lients unparalleled kno w ledg e o f 

c urrent and em erg ing  threats. W ith m o re than 3,200 m ulti-disc iplinary  ex perts ac ro ss 12 c o untries and 36 detec tio n c enters 

aro und the w o rld, w e kno w  ho w  to  address the g lo bal and lo c al c halleng es o f o ur c usto m ers. C y bersec urity  is a hum an jo urney , 

so  w e build a safer dig ital so c iety  by  plac ing  peo ple at the c o re o f o ur ac tio ns. 

https://w w w .o rang ec y berdefense.c o m / 
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