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Orange temporarily suspends access to certain websites and
applications using PHP

Following the publication on 21 October of several security vulnerabilities affecting PHP, a
programming language used by many websites and applications around the world, Orange
has decided to temporarily suspend access to certain services. This decision has enabled
the Group to deploy the necessary security patches and carry out the related checks before
progressively restoring the affected websites and applications.

This precautionary measure concerns a number of websites, services and applications
across several Orange Group subsidiaries and entities. Orange subsidiaries in each country
are taking the necessary measures and will communicate locally.

Orange’s technical and cybersecurity teams have been mobilized since 21 October and
have already deployed security patches across a large number of the affected websites.
Work is ongoing to restore the services affected as quickly and securely as possible.

Orange apologises to impacted customers and users for any inconvenience caused. The
security of our services and the protection of our customers are our priority.

About Orange

Orange is one of the world’s leading telecommunications operators. The Group aims to be the trusted partner for everyday
digital life by providing individuals, businesses and communities with reliable connectivity and innovative services. As of the
end of 2025, Orange connects 340 million customers (including MasOrange) across 26 countries and generated 40.4 billion
euros in revenues.

As a trusted player, Orange leverages the excellence of its very high-speed broadband networks to deploy digital infrastructure
in Europe, Africa and the Middle East. The Group is a European leader in fiber, with 100 million connectable households, and
convergent offers. In France, Orange connects 34 million customers and was ranked No. 1 by the regulator Arcep for the
quality of its mobile network for the 15th consecutive year. In Africa and the Middle East, the Group’s growth engine, Orange
serves nearly 180 million customers and promotes digital and financial inclusion through its connected solutions.

Under the Orange Business brand, the Group supports companies in transforming their networks as well as in Al, trusted cloud
and cybersecurity. Orange is also a major player in the wholesale market, where it has a leading global telecom infrastructure
and significant capabilities for deploying and operating submarine cables. A committed innovator, Orange relies on 700
researchers and holds a portfolio of 11,000 patents.

Orange is listed on Euronext Paris (symbol ORA). More information: www.orange.com.

Orange and any other Orange product or service names mentioned in this material are trademarks of Orange or Orange Brand
Services Limited.
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