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Orange views on the Revision of the NIS Directive to achieve a higher level of 

cybersecurity in the digital value chain 

Executive Summary 

 
Orange welcomes the opportunity to provide feedback to the consultation on the revision of the 

Directive on Security of Network and Information Systems (NIS Directive). We increasingly rely on 

digital technologies in our daily life, be it for work, learning or keeping contacts with family and 

friends. This digital transformation of our lives and economy has even been accelerated by the 

COVID-19 pandemic, which also means an inevitably higher exposure to cyber-attacks. During the 

crisis, European citizens have shown that they consider that Internet had an essential contribution 

to social progress and expressed their expectations for enhanced secure services. 

 
Active across multiple countries in the European single market, Orange has for a long time 

dedicated resources to deliver the most secured services to its clients, as well as business 

customers, especially via its affiliate Orange CyberDefense. Therefore, Orange calls for a legislative 

framework that provides for a high common level of cybersecurity, as a fragmented set of European 

and national rules would inevitably lead to market distortions and differing security standards. 

 
The revision of the NIS Directive therefore provides for a timely opportunity to improve the 

framework ensuring end-to-end resilience to cyber-attacks for a larger variety of actors in the digital 

value chain. 

 
Orange supports the following policies: 

 Vendors (manufacturers and suppliers) of software and hardware should be directly addressed, 

by inclusion in the scope of the reviewed NIS Directive to ensure a more robust, secure and 

resilient digital value chain; 

 Ensure coherence and consistency between different legislative instruments to avoid 

complexity and redundancy in the application of security requirements, in particular with the 

provisions of the European Electronic Communications Code, the EU Cybersecurity Act or with 

the new initiative on critical infrastructures; 

 Reduce fragmentation within the Single Market and across Member States through legislation 

that provides for a harmonised implementation and hence more legal certainty for pan- 

European operators; 

 Increased public-private cooperation, raising awareness and building of skills and competences 

will be essential in an increasingly digitalised economy and society. 

Cybersecurity as an imperative building block of the EU digital decade 

 
Since its adoption, the NIS Directive has ensured that Member States are better prepared for cyber 

incidents and that they cooperate more effectively. Companies that provide essential services in 

vital sectors, as well as key digital service providers, have to protect their information technology 

systems and report major cybersecurity incidents to national authorities. 
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The implementation of the NIS Directive has helped to build cybersecurity awareness and 

capabilities, but there is a need to anticipate future challenges especially addressing the critical 

needs due to the new role the internet plays now in our life and economy. 

 
As observed in the European Commission’s Communication on a EU Security Union Strategy from 

last July “The global internet has so far shown a high level of resilience, in particular as regards the 

ability to support increased traffic volumes1”. 

 
Achieving a robust Internet against cyber incidents and malicious online activities is therefore even 

more crucial especially in light of the growth of emote working. It is clear from the aforementioned 

EU Security Union Strategy that the NIS Directive will continue to play an instrumental role in 

building a future-proof security environment. In the following sections, Orange furthers detail its 

proposals to increase the security of networks and information systems in the EU. 

The scope of the NIS directive should cover hardware and software vendors 

 
The material scope of the NIS Directive is a critical aspect to be reviewed. It is essential that all 

actors of the digital value chain play their role in ensuring the security and resilience of their own 

network equipment and services. 

In particular, vendors (i.e. manufactures and suppliers) of hardware and software have currently no 

legal responsibility regarding the security issues generated by their equipment as part of a network. 

Yet, these actors are fundamental to ensuring a secure and resilient digital infrastructure within the 

EU. Software will play an ever more important role in our future digitized society, and in networks 

that are becoming increasingly virtualised. Large quantities of hardware and software can contain 

design or implementation vulnerabilities in their code that make these products vulnerable to 

malware and hacking due to low quality programming. 

All operators must comply with operational and security validation procedures for equipment from 

external suppliers. This validation would typically be based on tests and models stipulated by 

internationally recognised recommendations (for example, ISO/IEC 27000, among others), and on 

their own experience (regulatory and internal security processes and policies resulting in operating 

procedures for the verification of appropriate security levels in the equipment). 

However, beyond the tests already done by operators, there can be instances where it is impossible 

for an operator to know whether a piece of equipment or service could present vulnerabilities during 

its lifecycle. In addition, critical updates to fix security issues are released according to vendors’ 

priorities, sometimes leaving exposed products vulnerable to cyber threats for an unacceptable 

delay. 

Including hardware and software vendors within the scope of the NIS Directive is key to tackle the 

vulnerability risk associated to the virtualisation of network functions and would ensure each actor 

bears their share of responsibility for a secure and resilient digital value chain, considering their 

important role in networks and information security. 

Typically, cybersecurity risks are currently addressed in contractual agreements with third-party 

vendors, which may include various security clauses regarding notification of breaches and 

cooperation, response time to vulnerabilities, demonstration of compliance, management of supply 

chain risk, etc. However, the high variety of contracts and of companies’ bargaining  power  in  

negotiations with telecom operators does not ensure a fair and homogeneous distribution of 

responsibilities for all critical services and networks. The introduction of clear legal requirements for 
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hardware and software vendors will provide such legal certainty and a strong security baseline for 

individual contractual agreements. 

As a result of these concerns, vendors of hardware and software should then be subject to minimum 

regulatory requirements, such as: 

 Obligations to adopt risk management practices; 

 Obligations to disclose security incidents or vulnerabilities to the relevant authorities and to their 

clients; 

 Obligation to remedy vulnerabilities and to apply a “security-by-design” principle; 
 Make regular security updates available for the period of the expected product lifecycle; 

 Provide information about vulnerabilities to their clients, within a reasonable delay and 

according to the bulletin delivered to Computer Emergency and Response Team contact or 

equivalent. 

 As the need may arise, align with the security assurance levels as defined in the EU's 

Cybersecurity Act. 

Coherence between legislative initiatives and a stronger harmonisation across the EU are 

essential 

For a true consistency between various legislative initiatives 

 
Within the EU and at international level, enhanced coordination and a common approach are 

needed to ensure a consistent and coherent application of security activities related to network and 

information security. 

Telecom operators are already subject to a high number of sectoral regulations and the European 

Commission should urgently strive for better coordination to avoid overlaps with ongoing initiatives. 

Industry needs legal certainty and clarity. As a result, the European Commission should ensure that 

the future review of the NIS Directive remains consistent and coherent with Article 40 of the 

European Electronic Communications Code (Code) on security of services and networks, which will 

replace Article 13a of the Framework Directive. The Commission should also strive to ensure that 

any other initiative, for instance on critical infrastructures, will be fully aligned with the rules already 

in place for operators and do not add complexity or redundancy. 

Furthermore, better coherence and streamlining of the reporting to authorities to avoid duplication 

of efforts and inconsistencies for actors is also key. For example, an actor designated OES using 

personal data and processing some financial data under the Payment Service Directive (PSD2) 

would be subject to GDPR, PSD2 and NIS and in the case of a security incident would need to 

report to several different authorities. 

In addition, the consultation questions the possibility to extend the NIS Directive to data centers, 

but the exact meaning of such a term is not given. Data centers are neither a sector nor a service 

and cloud computing is already in the scope of the current directive. Vague definitions could easily 

cause double legislation and legal uncertainty and should be carefully avoided, specifically given 

the fact that data centers increasingly rely on cloud services. 

Finally, the certification framework introduced by the EU Cybersecurity Act should be used as a 

complementary means to close the gaps of the NIS Directive, particularly with respect to the 

security of 5G network equipment. 



For a better harmonisation across the EU 

Besides consistency of various legal obligations, it is crucial that the revised NIS text is consistently 

implemented across Member States. Some countries apply strict rules to comply with the NIS 

implementation (e.g. UK, France), while others require certifications such as ISO 27001, as in 

Belgium. For instance, for a company present in France, Belgium, Italy and the UK and subject to 

the requirements of the NIS, which rules should be applied and on which systems? Some countries 

provide pre-requisites and minimum security measures, while others not. Sector specific priorities 

exist in some countries that are not applicable in others. A better alignment and harmonisation is 

thus required across Member States. 

Besides, there are still today discrepancies in interpretation of whether an essential service falls 

within the scope of the Directive depending on the country. The identification of some OES may be 

based on size, in other countries not. Equally, the sectors identified vary. For instance, hospitals 

and health care facilities may be OES in France but not in Belgium. The scope of the notification 

should be made clearer and identical in all Member States, and companies covered by such status 

should be duly notified by the competent authority. 

Cybersecurity is a matter for all: working on skills and awareness is required 

 
Next to the necessary improvements to the current NIS Directive, increased private-public 

cooperation, raising awareness and building of skills and competences within public sector, private 

companies and also for each and every citizen will also continue to be very important going forward. 

With the rapidly progressing digitization of the European and global economy, the threat landscape 

for the digital environment is growing at an even-faster pace. The successful uptake of services like 

Cloud, IoT, autonomous driving, eHealth, smart grid technology and other new applications will 

depend on the trust of users in the security of this increasingly digitized world. A more coherent 

and homogenous European Cybersecurity policy to protect digital services and networks has thus 

become essential for all industries. 

 
For more information: https://oran.ge/in-Brussels , or follow us on  Twitter: @Orange_Brussels 
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